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Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Yéu cau vé ky thuat bao gom cdc néi dung co ban nhuw sau:

Muc 1. Giéi thiéu chung vé dw an/dw toan mua sim, géi thiu:

1.1. Thong tin du an

1. Tén dy an: Nang cap phan mém 1ap bao céo cong tac nghién ctru phu tai
2. Gia tri du toan: 2.974.757.569 ddng (Bang chii: Hai ty, chin trim bay
muoi bén triéu, bay trim ndm muoi bay nghin, nim trim sau muoi chin dong)

3. Chu dau tu: Cong ty Vién thong dién luc va Cong nghé thong tin - Chi
nhanh Tap doan Dién luc Viét Nam

4. Nguodn von: Von ty ¢6 cua EVN

5. Thoi gian thuc hién du an:

- Hoan thanh trién khai thi diém: Thang 8 ndm 2026
- Hoan thanh trién khai: Thang 9 ndm 2026
6. Pham vi thuc hién:

H¢ thong gom céc chirc nang tai bang sau:

STT Chirc nang

Danh muc thong tin

Chirc ning khai bao cdu hinh

Churc nang nhan so li¢u

Chtrc ndng xem béo cao

7. Pham vi trién khai: Trién khai tap trung tai EVN

8. Pia diém dau tu: Tai Cong ty Vién thong dién luc va Cong nghé thong tin,
Toanha EVN, s6 11 Cira Bic, Ba Dinh, Ha Noi.
1.2. Thong tin géi thiu

1.2.1. Pham vi céng viéc géi thau

- Khao sat thu thap thong tin va xay dung Phuong 4n trién khai kiém tra,
danh gia ANM&ATTT
- Kiém tra, ddnh gia ANM&ATTT hé théng gom:

O

0 O O O

Panh gia diém yéu ma ngudn tng dung

Panh gia diém yéu thu vién

Pénh gia diém yéu va kiém thir xdm nhap API

Panh gia diém yéu va kiém thir xdm nhap tung dung
Panh gia diém yéu va kiém thir xdm nhap ha tang CNTT
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o Toénghop va lap bao cao danh gia ANM&ATTT va khuyén nghi khac

phuc cac 15 hong
- Téi danh gia ANM&ATTT va béo cdo tai danh gia két qua khac phuc 16

hong

1.2.2. Thoi gian thuee hién géi thau

190 ngay tinh tur ngéy hop,dé)ng c6 hiu lyc va Bén A c6 van ban ‘théng bao
nha thau thyc hién hgp dong dén ngay ky Bién ban nghiém thu hop dong, trong
do:
Thoi gian khao sat thu thap thong tin hé théng: 07 ngay
Thot gian danh gid ANM&ATTT: 43 ngay
Thoi gian khic phuc 16 hong (néu ¢6): 30 ngay
Thot gian tai danh gida ANM&ATTT: 10 ngay
Thoi gian nghiém thu hop dong: 10 ngay

Muc 2. Muc tiéu cong viéc:

Panh gia ANM&ATTT cho phan mém 1ap bao cdo cong tac nghién ciru phu
tai nham phat hién cac 16 hong, diém yéu cta phan mém, tir d6 c6 giai phap khac
phuc 16 hong bao mat nham ngan chan viée ké tan cong khai thac cac 16 hong bao
mat danh cap dir liéu, thay doi hodc ma hoa dit liéu, chiém quyén diéu khién hé
thong, gy ton hai toi hé thong CNTT ctua EVN.,

Panh gia ANM&ATTT nham dam bao hé thong du diéu kién cho viéc trién
khai chinh thure.

Sau ddy 1a thiét ké cia phan mém 1ap bao cdo cong tac nghién ciru phu tai

2.1. Thiét ké hé thong phan mém
2.1.1. M6 hinh tong quan
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NCPT

Poéng bo va kiém tra sé

Tiép nhan di lieu phu tai liu

Két l t Chia

CAC PHAN MEM DUNG CHUNG CUA EVN VA CAC TONG CONG TY

CMIS EVNID

Mo hinh thiét ké tong thé
- MO0 ta cac thanh phan
o Tiép nhan dir liéu phy tai
» Nhén dit liéu tir cac file excel dé thé hién trén cc bdo cdo cling nhu biéu
do
o Pong bo va kiém tra so ligu:
. Luéng déng bd nhan dir liéu: HE théng s€ déng bo cac dir liéu tir hé théng
CMIS cua céac tong cong ty.
= Ludng dong bo giri dit liéu: Voi dit liéu ma hé théng CMIS chua ¢ can
co dé xu ly thi NCPT s€ chia s€ cac dir liéu duoc yéu cau co trén h¢
thong.
= Kiém tra s6 liéu: Véi dit liéu két ndi ddng bo tir CMIS vé NCPT s& kiém
tra d§ chinh xac s0 li€u dugc ti€p nhan.

2.1.2. M hinh tong thé hé thong
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Dong bé,dﬁ‘ ligu tir —  Kiémtra di¥ liéu
hé thong CMIS - Danh muc thanh
phan phu tai
- Cép nhat mau
Nhan sé liéu phy Hé théng Quan ly danh muc _|_' nghién ctru phu
taiclia cac TCT NCPT va cau hinh tai...

- Baocao diénnang

— Bdo cdo i¢ ié
gio cao diém
—I—' - Biéu dé phy tai dién

cla nhém phu tai...

So d6 lién két NCPT véi cac phan mém khac

Hé théng NCPT

Quan tri hé théng va Quan I chirc ning
han quyén ngudi ong ti S
PRan auy=n ng Danh muc thong tin khai bdo esulhinh
ung
Quan ly ch&rc nang Quan ly chirc nang
nhéan sé liéu xem bdo cao

K&t noi l I Chia sé

CAC PHAN MEM DUNG CHUNG CUA EVN VA CAC TONG CONG TY

CMIS EVNID

- Hé théng gém cac phan hé:

o Quan trj hé thong va phan quyén nguoi dung: Phan hé nay dugc tan dung,
ké thira lai tir cac hé théng sdn c6 phan hé Quan tri tip trung.

o Danh myc théng tin: Quan 1y cic cau hinh danh myc ding chung va riéng
cua céc nghiép vu.

o Quan 1y chirc ning khai bao cdu hinh: Quan 1y cac cdu hinh phuc vu cac
chtrc nang nghiép vu cua h¢ théng.

o Quan ly chirc nang nhan s6 liu: Tiép nhan, d@)ng b6 va kiém tra sd liéu
phu tai cua cac TCT.

o Quan 1y chirc nang xem béo cdo: Xem céc bao cdo, biéu dd phu tai.

o M5 hinh kién triic phdt trién irng dung
Kién triic phét trién ung dung dugc thiét ké nhu sau:
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May tram nghiép vu Céng ty Dién kic Tinh/Quén Huyén
D E
1 ]

LAN Network Gang ty Dién lyc

Client Intemet

D |
L] g = g T —

Mang internet

Y
@
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@
@
o
a
+
El

’ N f b r b f ]
FW/WAF Fu | @ SERVICE | 1 @ SERVIGE | ! @ SERVICE | | @ SERVICE |
| BAO CAO | H ami |1 i oBOL |

Hé théng két ndi

FW/DBS

WAN Network

M0 hinh kién tric tmg dung

Mo ta cac thanh phan kién tric:

Client Access

o Ung dung Web: Giao dién ngudi ding chay trén cac trinh duyét (Chrome,
Firefox, Edge).

Két nbi mang:

o Client WAN: Truy cdp ndi bd thong qua Firewall.

o Client Internet: Truy cap tur Internet thong qua WAF + Firewall.

Lop Bao mat

o WAF (Web Application Firewall): Ngan chin tan cong DDoS, SQL Injection,
XSS tir internet.

o Firewall: Kiém soat truy cp, chi cho phép luu lugng tir cic ngudn tin ciy va
cong duoc dinh nghia.

Load Balancer (F5)

o Phan phéi tai (Load Balancing) giita cac instance cta Spring Cloud Gateway.

o Thuyc hién chuyén d6i dy phong (Failover) dé dam bao tinh sin sang cao.

o Xu ly ma héa SSL/TLS termination.

API Gateway (Nginx)

o Vai tro: La diém vao duy nhét cho tét ca cac client, chiu trach nhiém:

o Dinh tuyén (Routing): Pinh tuyén cic request dén microservice backend phu
hop.

o Xac thuc & Uy quyén (Authentication & Authorization): C6 thé tich hop dé
kiém tra JWT hodc token.

o Rate Limiting: Gidi han sb request dé bao vé backend service.
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o Logging & Tracing: Ghi log va theo ddi request cho muc dich gidm sat.

o Trién khai: Puoc trién khai thanh cum (cluster) trén cac Server Tencent
(Mango LAN) dé dam bao kha ning chiu 16i va mo rong ngang.

- Microservices
Céc service dgc lap, duogc trién khai riéng biét trén cac server. Giao tiép gifta cac service
st dung co ché Dong bo (REST API) hodc Bat dong bo (thay thé Kafka bang co ché
don gian hon nhu Database Polling hodc Scheduled Tasks néu can).

o API Hé théng: Quan Iy phan quyén va quan tri hé thong.

o API Danh muc: Quan ly danh muc, cAu hinh.

o API Déng bo dit liéu: Chiu trach nhi¢ém thu thap, df)ng bd hoa dir liéu tir cac
ngudn ndi bo (LRS, CMIS) va bén ngoai.

o API Bio cdo: Thuc hién tat ca cac nghiép vu phan tich, xir 1y dit liéu (phan
tich biéu dd, xu hudng, ting truéng) va cung cap cac loai bao cdo cho céac cap
(TCT, EVN).

- Database: gém cac co sé dit liéu lich su, quan hé
M&i microservice c6 co s& dir lidu riéng biét, dam bao nguyén tic tach biét trong kién
tric microservices.

o DB Nghién ctru phu tai: Luu trit dit liéu ctia quan 1y ngudi dung, phan quyén,
chtrc ndng, danh muyc va cAu hinh hé théng. Luu trir dir li¢u tho duoc thu thap
va dong b tir cac ngudn va dit liéu da qua xir 1y, két qua phan tich, mau bao
céo va lich st xuit bao céo.

o Trién khai: Cac database duoc dat trong Name WAN, trén cac Server File DB
va Server Host DB dé dam béo hiéu nang va bao mat.

- Co ché Pong bd (Thay thé Message Queue)
o Co ché DPong b truc tiép: Str dung cac API REST dé dong bo dit liéu giira
céc service khi can thiét.
- Utility Services
o Céc service tién ich duoc goi truc tiép boi cac microservice thong qua
REST APIL:
o API EVNID: Cung cip dich vu x4c thyc ngudi dung tip trung st dung tai
khoan EVNID.
o API CMIS: Cung cép dir liéu dong bo céc tiéu chi bao céo.

2.1.3. Phén tich va mé td chirc ning ciia phin mém
a) Mé hinh chirc ning tong thé
Hé théng bao gdm cac chirc ning chinh sau:
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[ Hé thong NCPT ]

v ¥ v !
wpmey ] (o | (3] [
ngudiding théng tin liéu cau hinh

Sy

Quan Iy nhat ky
truy cap

Danh muc ngay
ghi

Dang nhap/Dang

Quén Iy ngudi Danh muyc don vi Nhan s5 liéu kétqua Cap nhit thidt k& dai
; - N nghién ciru phu tai | 5o X
dung quan ly cta donvi ! phu tai cua don vi
Quan Iy vai trof | || Danh myc thanh { Kiémtrasslioutheo | || Copnhatthiétke
hé & han phu tai | tlmg dainghiéncau | nhom phu t3iciia
nhom quyen phan pny \ H donyvi
A SN " “"Capnhatthidtké
Phan quyen hé i Danh muc dai L thanh phian phy i
théng phu tai ctadonvi

xuat

b) Phan tich va mé ta chvrc ning

- Bang phan tich, mo ta chirc nang

Quan ly chire
nang xem bao
céo

1
Bigu d® phu tai cta hé thdng mién !
Biéu d& phy tai dién theo domvi-
Biéu db phu tai ngay dién hinh i
Biéu d® phu tai dién theo donvi- |
Biéu db théng ké céng suat i
i
i
i
i

STT Danh sach chirc ning
I Quan tri hé thong va phian quyén ngudi dung
1. Quan ly nguoi dung
2. Ding nhap, dang xuat tai khoan
3. Quan Iy vai tro/nhom quyén.

4. | Phan quyén hé thong

5. | Doi mat khau

6. Quan ly nhat ky truy cap nguoi dung

1T Danh muc thong tin

1. Danh muc don vi quan ly

2. Danh muc nhém thanh phan phuy tai

3. Danh muc dai phuy tai

4. Danh muc ngay nghi
III | Quan Iy chitc ning khai bso ciu hinh
1. | Céap nhat thiét ké dai phu tai cua don vi
2. | Céap nhat thiét ké nhom phu tai caa don vi
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STT Danh sach chirc ning

3. | Cap nhat thiét ké thanh phan phu tai caa don vi

v Quan 1y chite ning nhén so liéu

1. | Nhan sb liéu két qua nghién ctru phu tai cia don vi

2. Kiém tra s6 liéu theo timg dai nghién ctru

A\ Quan ly chirc ning xem bao cao

1. | PLI1-1: Biéu d0 phu tai dién ctia phan nhom phu tai dién

2. | PL1-2: Biéu d0 phu tai dién ctia nhom phu tai dién

3. PL1-3: Biéu dd phu tai dién cua thanh phﬁn phu tai dién

4, PL1-4: Biéu dd phu tai cua h¢ théng dién mién

5. | PL1-5.1 Biéu d6 phu tai dién theo don vi - Biéu d0 phu tai dién ngay dién hinh

6. PL1-5.2 Biéu d6 phu tai dién theo don vi - Biéu do théng ké cong suat LDC

7 PL1-5.3 Biéu d6 phu tai dién theo don vi - Do thi ty 1€ phﬁn tram cua cong Suat
' phu tai dién

8. PL2-A-1: Phan tich biéu d0 ctia phan nhom phuy tai dién

9. PL2-A-2: Phan tich biéu dd ctia nhom phu tai dién

10. | PL2-A-3: Phan tich biéu d6 cua thanh phan phuy tai dién

11. | PL2-A-4: Phan tich biéu d6 phu tai dién ciia cac Pon vi phan phbi dién

12. PL2-A-5: Phan tich biéu do phu tai dién cua cac Pon vi trong Tap doan

13. | PL2-A-6: Phan tich biéu d6 phu tai dién cta hé théng dién qudc gia

14 PL2-B-1: Phan tich xu hudng thay d6i trong biéu d6 phu tai dién ctia phan nhom
" | phu tai dién

15 PL2-B-2: Phan tich xu hudng thay di trong biéu d6 phu tai dién ctia nhém phu
© | tai dién

16 PL2-B-3: Phén tich xu hudng thay doi trong biéu d6 phu tai dién ciia nhém phy
| tai dién

17 PL2-B-4: Phén tich xu hudng thay d6i trong biéu d6 phu tai dién cta thanh phan

phu tai dién
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STT Danh sach chirc ning

8. PL,2-B-5 Phén tich xu hudng thay d6i trong biéu do phu tai dién ciia Pon vi phan
phoi dién

) PL2-C-1: Phan tich ting truong (%) dién ning va cong suat ctia phan nhém phu
tai dién

2. PL2-C-2: Phan tich ting trudng (%) dién ning va cong sudt ciia nhom phu tai
dién

ol PL2-C-3: Phan tich ting trudng (%) dién ning va cong suat cta thanh phan phu
tai dién

5y | PL2-C-4: Phan tich tang truong (%) dién nang va cong sudt ciia Pon vi phan
phoi dién

2.1.4. Thiét ké co sé dir ligu

STT Danh sach bang

I | QUANLY DANH MUC

1 Danh muc thanh phan phuy tai

2 Danh muc cdu hinh

3 Danh muc don vi quan ly

4 Danh muc dai phu tai

5 Danh muc ngay ghi

II | QUAN TRI HE THONG

1 Chirc nang hé thong

2 Lich sir dang nhap/dang xut

3 Phan quyén role cho to chtrc

4 Phan quyén user cho to chirc

5 Phéan quyén chtic ning theo role
6 Phén quyén chirc ning theo user
7 Quan ly refresh token

8 Role

9 User

10 Thiét bi user

11 Nhat ky user

12 | Quan hé phan quyén role-user
13 | Tham s hé thong
I | PONG BQ DU LIEU

1 Dit liéu két qua nghién ctru phu tai cua don vi
2 | Dit liéu dong bd vi CMIS
Dit liéu béo céo va biéu d6
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2.2. Phuong an ha t?mg k¥ thuat phuc vu phat trién, trién khai
2.2.1. Mo hinh ha tang

fmmeee BACKUP - S A— DATABAgE )

i Vo i Vo KET NGT

! [ ! s Vo QUA API

. U i S ! J r_L._ §

NS CACMAY CHU | 1 i !
H \" SAOLUU | i H i !
i DATADOMAIN 1 1 i P FIREWALL DC i
.y, EVNNAS-01 | 1 ! o : CSDL CMIS TAI : P —— .
EVNNAS-02 | i p i i CACTCTBL& | | .
v MAY CHU CO b PR ! [
EVNNAS03 4 50 DU LIEU : ; CACPC ; : ‘ D
P ORACLE i | ‘
""""""" T, |~ appLicaTioN ——, | RLENR B
"""" ! T
D N !
——————————————————————————— ' ] |
LOAD BALANCER i | Q i
| PN i + REVERSE ! N 1
S *\_ . - 1 ] 1
i i 1R HE THONG K85 | _— PROXY . !
ol e — : MICRO ol | 1} INTERNET USER |
- . ! ( N ]
! 2 ' SERVICES) E_‘—l_, I I—"’ -----------------
I b
i ;
1
| eMIs40 FIREWALL DC FIREWALL/WAF H
3 i
=) T T —— i
..................... VCENTER -
Mo hinh hé thong tong thé

Ving may chii ndi bd: Gom 02 zone chinh, zone database dit may chu co
s¢ dir ligu Oracle, cung cép dich vu co s¢ dir 1iéu cho hé théng Nghién ctru phu
tai (NCPT). Zone Application dit cum may chit Kubernetes (K8s) cung cép céac
API va dich vu Microservices cho hé théng.

Vung mang WAN: phan h¢ phuc vu két ndi WAN t6i ha tang mang cua
cac don vi trong EVN,. Trong phan ving ndy s& co cac thiét bi dinh tuyén va
chuyén mach két ni giita cac don vi cling nhu nguoi dung ndi bd.

Viung Internet User: nguoi dung két ndi t6i hé thong nam ngoai hé théng
WAN, LAN ndi bo cia EVN. Nguoi ding sé két ndi téi hé théng NCPT thong
qua két ndi internet téi dia chi Domain *.evn.com.vn dugc public.

Vung may chu Backup (Sao luwu): quy hoach riéng cho cac may chu vat
1y cung cép dich vu sao luu dir liéu chuyén dung tai EVN.

Cum may chii Veenter: Gom toan bd cac may chua phién tai EVN, cung
cép dich vu 4o hoa cho toan by hé théng CNTT.

2.2.2. Danh muc cdc thiét bi/phian mém yéu ciu:

e Danh muc céc thiét bi/may chii phuc vu hé théng

Cin cir vao muc do st dung thyc té ciia dich vy hé thong dé néu trong phan
hién trang (CSDL, Ung dung, sao luu dir li¢u ..) H¢ thong NCPT nang cip can

dap ung dugc cac nhu cau dir li€u hi¢n tai va sy tdng truong trong tuong lai, du
kién dé xuat nhu sau:
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£ . Mo ta/ o 6 kv At v3
Tén thiét bi/ sé ot Thong s6 ky thuat va
STT A A Muc dich s cac tieu chuan (toi
phan mém lwgng : 2
dung thiéu)

1 | May chi Co so dir 01 Pong vai tro | - CPU: 2> 16 core, toc do
liéu lwu trit co s& tuong duong 2.4GHz
NCPT-DB-XX dit liéu hé|- 1§AM:232GB
(Hostname s& duoc théng NCPT, |- O ctig: > OS: 150

dat tén cu thé sau khi
tao dung)

GB; DATA: 300 GB

2 | Hé théng K8s - Cung cip céc
micro-service
cho dich wvu
ctia hé théng
e Danh muc cac thiét bi phuc vu két ndi hé théng
. x Ghi
STT Tén thiét bi M ta Dién giai !
chu
I |FW- INTERNAL 01| g by Tuong lira dung
j “|chung trén  hé
firewall Palo thén thue  hidn
Alto 3440 dizhg’tu éﬁc th DC 11
-PAN-OS phién | 00 "W, PRa
ban  1124-hl chia va kiém soat | Cua
2 | FW-INTERNAL-02 . =77 | giao dich gifta cac | Bic
-License Partner vine mane Vin
Support, Threat & mang , g
) mang cho may chu
Prevention . e Ae
cac doi tac.
3 | TOR SW 109 APP-01
4 | TOR SW 109 APP-02 Switch ding chung,
5 TOR SW 210 cung cip cac két
BACKUP-01 nbi mang cho céc DC 11
. |TOR SW 210 | Thiét bi switch | may chu, thiét bi tai Ca
BACKUP-02 Juniper EX4300 | vung mang | oo
TOR  SW 108 Database, ‘
7 DATABASE-01 Application va
Backup
g TOR SW 108

DATABASE-02

¢ Y<¢&u cau phan mém cai dat
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Server Phan mém cai dit
Ung dung Nginx
Co so dir liéu Oracle Database 19C

e Phuong an cho céc thiét bi/may chi/phan mém phuc vu hé thong

Téng thé hé thong Nghién ctru phu tai (NCPT) s& dugc trién khai gom 01
may cha co s& dir liéu dugc cAp phat trén ha ting may chu 4o héa Veenter 90,
Vcenter 70 hodc Vcenter 45, dich vu ing dung s€ dugc trién khai trén hé théng
K8s, khai thac tai nguyén trén cac may chii phién va hé théng luu trit SAN hién
hitu tai EVNICT. Cu thé nhu sau:

- May chu co sé dit liéu (CSDL) duoc cap tai phan ving Database. Dé nang
cao tinh an toan va lién tuc cta dich vy, giam thoi gian Downtime khi xay ra su
cb va thoi gian khoi phuc dich vu.

- Déi voi tng dung cua hé thdng duoc cip phat qua cac Micro service trén
hé théng K8s tai EVNICT. Dich vu Website cua hé théng s¢ dugc truy cap tu
trong WAN hodc tlr ngoai Internet qua hé thong Firewall ciing nhu Load Balancer

- Co s¢ dit li€u Oracle phién ban 19C hién trién khai khong y€u cau mua
license, do1 v&1 phan mém Nginx 1a phan mém ma nguén mé va mién phi.
e Phuong &n cho céc thiét bi phuc vu két n61 hé thong

- Dit liéu ctia hé thong s& dugc tiép nhan va trao doi qua cac hé thong thanh phan

nhu:
+ Hé théng EVNID
+ Hé thong CMIS tai cac Tong cong ty Dién lyuc
- Quy hoach cac ving mang va dija chi IP trong hé théng mang tai DC cta
EVN:

+ Vung mang bién: khong ap dung do 1a h¢ théng dépg. Hé thong st dung
vung Secure Server nhu vung mang bién dé két ndi di cac vung khac.

+ Vung DMZ: cung cip dich vy ra Internet.

+ Hé thong NCPT khéng c6 két ndi mang khong day nén khong thiét 1ap
vung mang khong day.

+ Vung mang ndi bo chia thanh nhiéu ving nhé hon dé d4p ung nhu cau
ki€ém soat giao dich gitra cac dich vu c6 yéu cau vé muc do an toan khac
nhau:

o Vung mang cho may chu ung dung (Application);

o Vung mang cho may chu co sé dit liéu (Database).
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o ung mang Sao luu dir liéu (Backup)
- Quy hoach dia chi IP cua hé théng
+ Vung may chit CSDL ctia hé théng: thudc viing Database trong hé thong
mang cua EVN.
+ Vung may chu tng dung cua hé thdng: thudc ving Application trong
hé théng mang cua EVN.
+ Vung may chu sao luu dit liéu ctia hé thong: thudc ving mang
Application trong hé thong mang ctia EVN.
2.3. Cap dj an toan thong tin
Pap g yéu cau cap do 2 vé dam bao an toan hé thdng thong tin quy dinh
tai Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cta Chinh phu.
Muc 3. Yéu cau ky thuit cia goi thau:
3.1. Pham vi cung cap dich vu
- Khao sat thu thap thong tin va xdy dung Phuong an trién khai kiém tra,
danh gia ANM&ATTT
- Kiém tra, danh gia ANM&ATTT hé thong gom:
Panh gia diém yéu cho mi ngudn tng dung
Panh gia diém yéu cho thu vién
Panh gia diém yéu va kiém thir xdm nhap cho API

Panh gia diém yéu va kiém thir xam nhap cho tng dung

o O O O O

Pénh gia diém yéu va kiém thir xdm nhap cho ha ting CNTT
o Tong hop va 1ap bao céo dénh gid ANM&ATTT
- - Tai danh gia ANM&ATTT va béo cdo tii danh gia két qua khac phuc 15

hong

3.2. Yéu cau giai phap k¥ thuét va bién phap to chirc cung cap dich vu

3.2.1. Hinh thirc thwc hién

Danh gia truc tiép tai chd theo hinh thitc whitebox. Pon vi thuc hién kiém
tra, danh gia diém yeéu va kiém thir xam nhap dugc cung cap day du thong tin cling
nhu dic quyén do6i voi h¢ thong.

3.2.2. Khdo sdt thu thép théng tin va xdy duwng Phwong dn trién khai kiém
tra, danh gia ANM&ATTT

- Khio sat thiét ké

- Khao sat ing dung
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- Khao sat ha tang CNTT

- Lap ké hoach kiém tra va danh gia Phuong 4n trién khai kiém tra, danh
gia ANM&ATTT trinh cha dau tu phé duyét trude khi trién khai, bao gdm nhung

khong gidi han cac ndi dung sau:
o Phuong an, dé xuét ké hoach thyc hién;
o Cong cu sur dung;
o K& hoach thyc hién.
3.2.3. Kiém tra, dinh giaf ANM&EATTT hé thong

a) Danh gia diém yéu ma nguon irng dung

- Dua trén céc cac md ta 16 hong trong danh sich OWASP Code Review

Guide 2.0 do t6 chitc OWASP dua ra:

STT Mb ta
1 | Al - Injection
2 | A2 - Broken Authentication and Session Management
3 | A3 - Cross-site Scripting (XSS)
4 | A4 - Insecure Direct Object Reference
5 | AS - Security Misconfiguration
6 | A6 - Sensitive Data Exposure
7 | A7 - Missing Function Level Access Control
8 | A8 - Cross-site Request Forgery (CSRF)
9 | A9 - Using Components with Know Vulnerabilities
10 | A10 - Unvalidated Redirects and Forwards

- Dua trén Quyét dinh s6 1290/QD-EVN ngay 05/09/2022 cua Tap doan

Dién luc Viét Nam:

Noi dun A A , Tai liéu
o Cung Yeéu cau Muc dich S A
quy tac : tham chiéu
Tén dang nhap phai 1 duy nhit, khong | Bao vé tai | 2V oF
A A 1 . A A , Secure
Thong tin | phan biét hoa thuong, chi nén chira tap | khoan .
: . ’ \ ~ oz ~ A 4 | COdlng
dinh danh | cac ky ty 1a chir cai, chir s6, dau gach | nguoi o
. . Practices:
dudi. dung. Muc
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Noi dung
quy tac

Yéu cau

Muc dich

Tai liéu
tham chiéu

Thiét ‘lép chinh sach mat khdu manh thgo
yéu cau tai quy dinh chinh sach mat khau
manh hién hanh cia EVN ban hanh.

Thiét 1ap thoi gian hét hiéu luc cho mat
khau t61 da 90 ngay, mat khau méi khong
duoc trung véi mat khau hién tai.

D41 voi chirc ndng reset/quén mat khau:

Puong dan reset/quén mat khau duoc giri
qua email phai bi mat hiéu luc sau lan
truy cdp dau tién hodc sau 8 gid néu
khong dugc truy cap.

Néu chirc ning reset/quén mat khau thuc
hién guri mat khau qua email, tin nhén thi
mat khau phéi duoc sinh ngau nhién va
phai tuan theo chinh sach mat khau manh.

Néu chtic ning reset/quén mat khau st
dung ma OTP dé kiém tra x4c nhan tir
nguoi dung, viéc st dung ma OTP
(hudng dan tai muc 9 trong cung tai lidu
nay).

Chi luu dang ma hash cua mat khau, ma
PIN trong database (DB), sir dung thuat
toan hash tor SHA-256, SHA-512, SHA-
3 va cdac thuat toan tuong duong.

“Authentica
tion and
Password
Manageme
nt”

Quan ly
phién dang
nhap

Session phai dugc quan ly bdi server,
sinh ngau nhién va do dai toi thiéu 1a 128-
bit.

Session phai dugc thiét 1ap thoi gian
timeout, gia tri timeout nén can bang gitra
nhu cau thuwong mai va yéu t6 bao mat.
Tao mai session sau khi dang nhap thanh
cong.

Xba gia tri session id va cac dir liéu gan
v6i session do khi ngudi dung dang xuat.
CAu hinh thuoc tinh “Secure” ddi véi cac
ung dung su dung HTTPS va “HTTP-
Only” cho truong Cookie.

D61 véi cac chiic ndng quan trong céd
tuong tac voi database, tng v&1 moi

Bao Ve
phién
dang nhap
clia nguoi
dung

OWASP
Secure
Coding
Practices:
Muc
“Session
Manageme
nt”
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Noi duLng Yéu ciu Muc dich Tai ll‘?fl;
quy tac : tham chiéu
phién phai sinh thém 1 token ngau nhién,
va thyc hién kiém tra tinh hop 1€ cua
token nay trudc khi xur 1y truy van tu
nguoi dung.
Kiém tra phan quyén dua trén cac doi
tuong dugc luu tai server (vi du: tham s6
luu trén session server, dir liéu luu trén
DB,...).
Phén quyén t6i thiéu, chi dap tmg du chirc
nang va tai nguyén cho nguoi dung/trng
dung.
Phia giao dién nguoi dung: Chi hién thi
cac thanh phan giao dién, duong dan,
ham,... twrong ng v&i quyén cua nguoi OWASP
dun Secure
g. s A s .
) S N | Bao v¢ dur | Coding
Phan quyén | Phia server: Kiém tra quyén tdc dong ca | jjay  cua | Practices:
nguoi dung/trng dung trén cac ham va tai tng dung | Muc
nguyén tuong trng trude khi thuc hién bat ' “Access
clr tdc vu nao td1 hé thong. Control”
Nén c6 tinh ndng x6a phién lam vi¢c hién
tai cua nguoi dung hodc céac co ché tuong
duong doi véi cac truong hop quyén
nguoi dung bi thay doi hoac bi disable boi
nguoi dung ¢é tham quyén.
Khong dat trang quan tri public internet,
trong trudng hop bat budc phai dat public
phai gidi han cac IP dugc phép truy cap
hodc stir dung co ché xac thyc da nhan to.
OWASP
Débi vé6i cac loai dit liéu nhay cam nhu zzz;;e
Ma hoa cac | thong tin tai khodn ngan hang, private | Bio vé cac s
" 1ia .- A ~ 1 . . N .. | Practices:
dir licu key... phai thyc hién ma héa trude khi | dir lidu Muc
nhay cam | luu trit, sir dung thudt toan AES-256 hoac | nhay cam | . ¢
, Aroos Cryptogra
cac thuat toan tuong duong. :
phic
Practices”
. , AL x D3 3 ASP
Tuong tac | St dung mo6 hinh truy van prepared am bio | OWAS
. : . . | viec truy | Secure
véi back- | statement (parameterized query) hodccac | .7 .. ... :
end - SQL | hinh thtc tuong duong cdp dirlieu | Coding
' bang SQL | Practices:
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Noi duLng Yéu ciu Muc dich Tai ll‘?fl;
quy tac tham chiéu
Trong 1 sb trudng hop khong sir dung an toan E/I[;-JC b
dugc cac mo hinh ¢ trén, phai thi€t lap S ata’ aie
danh sach whitelist cac dau vao mong ecurity
muon.
Khong cong khai dich vu ra mang
internet, cai dat trong moi truong mang
an toan. bam bao
TI?(_)'ng tac Déi véi cac hé NoSQL c¢6 hd trg xac thyc, viee tllly
vo1 back- e A1 . : N cap dir liéu
end - phai cau hinh xac thyc khi truy cép. biing
NoSQL Phy thugc vao h¢ NoSQL sur dung, st | NoSQL an
dung cac api ho tro truy van an toan hoic | toan
thuc hién escape cac ky tu dac biét khi
xay dung cau truy van.
Thiét lap danh sach whitelist cac ky tu i )
dau vao mong mudn, dau vao nén 1a tap Da}m bao
Tuong tic | hop cua chir cai, chir s0. Viech tlr‘fy
» cap dir liu
vGi back- Lap danh séach blacklist cac ky tu dic biét béﬁg
end - XPath ()="[1:,*/vadaucach), loai bo cdc | xpath an
dau vao co chu’a cac ky tu nam trong toan
blacklist.
Thiét lap danh sach whitelist cac ky tu i )
, dau vao mong mudn, dau vao nén la tap Da}m bao
Tuongtac | pop cia chit cai, chir sb. vige truy
voi back- A ) A _ .. | capdirliéu
end - Lap danh séach blacklist cac ky tu dac b{et béng
LDAP (();,*[&=vanullbyte), loai bo cac dau | [ pAP an
vao qé chira cac ky ty nam trong | (yap
blacklist.
, St dung céac API hé tro viée thuc thi cau
Twong tac | 1anh hg théng.
voi back- ) y _ | bam bao
end - Khong trgyén trup tiép dir liéu nguoi viéc tuong
Tuong tac dung truyén 1én t6i OS, trong truong hop | (40 vai OS
véi OS bat budc phai thiét lap danh sach whitelist
céc dau vao mong mudn.
Twong tac Khong truyén truc tiép dir lidu tir nguoi ) )
véiback- | dung dén cac ham include file. bam bao
d- . ) o L viec tuong
cn ’ Lép danh sach whitelist cac dinh dang file | (4. v4i file
Tuong tac | duoc phép upload tuy theo nghiép vu hé
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Noi duLng Yéu ciu Muc dich Tai ll‘?fl;
quy tac tham chiéu
voi file théng (khuyén nghi cac loai file nhu

docx, xlIsx, pdf, png, jpg). Validate file
hop 1é nay bang cach kiém tra phin mo
rong cua file twvong ing v41 whitelist dinh
dang file duoc upload.

Véi cac trudng hop khong bit budce thi
khong luu file upload trong thu muc web,
bo quyén thuc thi trén thu muc upload.
Khi can anh xa t6i cac file ton tai trén hé
thong phai thiét lap danh sach whitelist
dau vao mong mudn hodc gan cac gia tri
dinh danh tuong tng file thay vi truyén
tén file.

Khong tra vé duong dan tuyét dbi cua
file.

Tat ca dir lidu, tai nguyén hé thong (bao
cdo, file upload, file cau hinh...) khong
dugc luu trong thu myc cho phép truy cap
truc tiép khong qua xac thyec.

Khi tao HTTP request phia server, cac
tham s60 GET, POST cho request d6 tranh

Twong tac | tao tur dir liu phia nguoi dung, hodc phai | pam  bao

véi back- dl’I'QC kiémitra (’:én than dé chong ghi d¢ | vige Xu 1y

end - Xir Iy | cac tham so khac. back-end
back-end Khong 13y dija chi server tir dit liéu nguoi | HTTP
HTTP dung gui lén. Trong truong hop dia chi reguest an
request server can lay tir ngudi dung, phai | toan
blacklist cac IP trong dai ndi bg sau khi
da phan giai DNS.
Tt tinh ning “external entity resolve” va | P4am bao
Tuong tic | “remote doctype retrieval” ciia xml | VI¢€ truy
véiback- | parser khi doc dit liéu xml. cap dir licu
2 : : bang
end - XML | Kiém tra dit liéu nguoi dung, encode Cac | ML an
ki tyr dac bi€t (<>’ ) khi tao dix lifu xml. | (j3,

Tuong tac Khuyén nghj chi thyc hién deserialize céc Dam bao

v&iback- | dir lidu tir cdc nguon tin cdy, an toan hoac | V1¢¢ thyc

end - str dung kiéu dir liéu json. glcn -
. . eserialize
deserialize | Cjc truong hop nam ngoai muc 4.10.1

an toan
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Noi dung
quy tac

Yéu cau

Muc dich

Tai liéu
tham chiéu

phai thuc hién thém 1 trong 2 tac vu sau:

Sinh 1 ma bi mat (S) va luu tai server. Khi
can guri dit liéu da duoc serialize (D), gui
kém ma hash dugc tinh theo cong thic: H
= hash(D+S).

Khi cin deserialize dit liéu D, thuc hién
sinh ma H1 = hash(D+S), néu H va H1
trung khép mai thuc hién deserialize D.

Thiét lap whitelist céac class duoc
deserialize. Kiém tra tén cac class trong
phén dit liéu, néu céac class nay thudc
whitelist méi thuc hién deserialize dir
liu.

Kiém soat
dir liéu dau
vao

Viéc kiém tra dir liéu dau vao phai dugc
thuc hién phia server.

Thuc hién viéc kiém tra dir liéu tir tat ca
cac ngudn dir liéu co twong tac voi nguoi
ding (Cac tham sb lay tr GET/POST
request, HTTP Headers, dit liéu lay tir
DB, dit li¢u tur file upload,...).

Xac dinh 1 kiéu encoding nhat quan st
dung khi hién thi, trao doi hay luu trit dir
liéu. Chi thuc hién filter, validate dir liéu
sau khi dd dua dir lidu vé kiéu encoding
da xac dinh trudc do.

Validate kiéu dir liéu, pham vi, kich
thudce dit li¢u va dinh dang dir li¢u.

Néu dit liéu dau vao bit budc 1a céac ky tu
dac bi¢t, phai thiét 1ap danh sach whitelist
cac ky tu dau vao mong mudn.

bam bao
dir liéu
dau vao an
toan

OWASP
Secure
Coding
Practices:
Muc “Input
Validation”

Kiém soat
dir liéu dau
ra

Phai chi rd character encoding cho dit
liéu dau ra.

Phai thiét lap gia tri Content-type tuong
g v6i dinh dang dir liéu tra vé (vi du dix
liéu json phai tuong Ung vé1 Content-
type la application/json)

Response body phai dugc encode theo
ngir canh st dung. Vi du: Pau ra 1a html,
thuc hién html encode cac ki tu dac biét

bam bao
dir liéu
dau ra an
toan

OWASP
Secure
Coding
Practices:
Muc
“Output
Encoding”
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Noi dung
quy tac

Yéu cau

Muc dich

Tai liéu
tham chiéu

(<>""&) tir cac ngudn dit lidu khong an
toan (Cac tham sb ldy tr GET/POST
request, HTTP Headers, dir li¢u léy tur
DB, dit liéu tir file upload,... c6 thé diéu
khién dugc boi nguoi dung).

Response header: loc bo cac ki tu dac biét
(\n, \r) do dit liéu nguoi dung truyén vao.
Cookie tra vé phai gii han tbi thiéu nhat
cac thudc tinh (domain, path, httponly,
expire, secure). Tranh luu trit cac dir licu
nhay cam trén cookie, néu can luu trir cac
dir liéu nhay cam thi phai thyc hién ma
hoa cac dir li¢u nay voi thuat toan ddi
xtrng manh va key chi dugc luu trén
server.

Han ché viéc chuyén hudng, chuyén tiép
dén cac URI khac. Néu tmg dung c6 chirc
nang nay phai 1ap danh sach whitelist cac
dia chi server dugc phép thuc hién
chuyén hudng, chuyén tiép.

Kiém soat

ngoai 1€ va

ghi log img
dung

Xt 1y cac ngoai 1& bang try-catch va tra
vé cac thong bao 16i chung, thong bao 16i
tra vé khong dugc chira cac thong tin
nhay cam ctia ngudi ding, hé théng,...

Cac thf)ngw tin 161, ngoai 1¢ nay phai duoc
log lai dé phuc vu bdo tri, xac dinh
nguyén nhan 101 img dung.

File log phai dugc dat tai thu muc an toan
ngoai thu muc web.

Khéng log lai cac dir li€u nhay cam
(thong tin nguoi dung, session id, thong
tin hé thong).

Gi61 han nguoi dung cho phép truy cép
file log.

bam bao
ghi log an
toan

OWASP
Secure
Coding
Practices:
Muc “Error
Handling
and
Logging”

Str dung
framework,
thu vién
(third-party
component)

Loai cac code thtra, cac thanh phén va thu
vién khong can thiét.

St dung phién ban moi nhit cua
framework, thu vién tai thoi diém phat
trién ing dung.

Pam bao
st dung
framewor
k an toan

OWASP
Secure
Coding
Practices:
Muc
“System
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Noi dun . a ) Tai lie
" e Yéu cau Muc dich Hhieu
quy tac ’ tham chiéu
Thudng xuyén cip nhat cac ban va 16i Co,flﬁguratl

on

cho framework, thu vién.

Tat ché d6 development ciia framework
khi trién khai ing dung thuc t€.

Lap trinh vién phai nim rd duoc toan bd
ludng nghiép vu ctia ung dung, phai xac
dinh céc ngoai 1 cho ting nghiép vu dé
tranh cac 16i logic co thé xay ra.

Céc chirc ning quan trong (vi du chuyén
khoan ngén hang), st dung céc hinh thuc
khoa hodc cac hinh thirc trong duong dé
tranh 16i race condition.

Dbi v6i cac dich vu vién thong, khi khach
hang dang ky céac dich vu céc dich vu gia
tang trén dién thoai di dong (VAS) phai
c6 tin nhan thong bao téi khach hang.

Dbi véi cac giao dich chuyén tién, vi du
Xu ly chuyén tir tai khoan A sang tai khoan B: | pam  béo
business phai thyuc hién trir tién tai khoan A thanh | x 1y logic
logic cong réi méi duge thuc hién cong tién | an toan
vao tai khoan B.
Ddi v6i cac ung dung co chirc nang giri
tin nhan téi nguoi dung phai gidi han s6
lan gui tin trong 1 ngay ng voi mdi dau
s6 nhan tin. Dbi v6i chirc ning quan trong
nhu ding ky, lay lai mat khau chi cho
phép giri <= 3 tin/ngay.
Yéu cau khi sir dung va sinh ma OTP:
Gidi han s6 1an nhap sai véi mbi ma OTP
<=3 lan/ngay, x6a mi cii va sinh ma moi
khi nhap sai vuot qua sb 1an cho phép.

th)ng dugc st dung ma OTP lam mat
khau.

b) Panh gid diém yéu thuw vién

- St dung thong tin thu thap duoc dé ra soat, kiém tra cac thu vién (open-
source, third-party)

- Tim kiém, phan tich cac 16 hong bao mat da biét cua thu vién (CVE), rii

ro tir dependency, phién ban 13i thoi
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- Dua trén quy tic st dung framework, thu vién (third-party component)
trong Quyét dinh s6 1290/QP-EVN ngay 05/09/2022 ctia Tap doan Pién luc Viét

Nam:

Loai cac code thira, cac thanh phan va thu vién khong can thiét.

(©]

o St dung phién ban médi nhét cua framework, thu vién tai thoi diém
phat trién tmg dung.

o Thudng xuyén cap nhat cac ban va 18i cho framework, thu vién.

o Tat ché d6 development cua framework khi trién khai tng dung thuc

te.

¢) Ddnh gid diém yéu va kiém thir xam nhip API
- Dua trén cac mo ta 16 hong trong danh saich OWASP Top 10 API Security
Risks nim 2023 do t6 chitc OWASP dua ra:

STT Mo ta
1 | API1:2023 - Broken Object Level Authorization
2 | API2:2023 - Broken Authentication
3 | API3:2023 - Broken Object Property Level Authorization
4 | API4:2023 - Unrestricted Resource Consumption
5 | API5:2023 - Broken Function Level Authorization
6 | AP16:2023 - Unrestricted Access to Sensitive Business Flows
7 | API7:2023 - Server-Side Request Forgery
8 | API8:2023 - Security Misconfiguration
9 | API9:2023 - Improper Inventory Management
10 | API10:2023 - Unsafe Consumption of APIs

- Dua trén hudng dan tai van ban s6 555/EVN-VTCNTT ngay 09/02/2023

cua Tap doan Dién luc Viét Nam:

STT Yéu ciu didm bao ATTT cho cic API
1 | Authentication - Cac API phdi dwoc xdc thuc khi truy cdp

a. Muc dich: ngan chan truy nhdp ing dung mot cach trai phép

b. Cdc yéu cau va khuyén nghi:

- Viéc truy xuat cac API can duoc bao vé bang JWT. Tao JWT ép dung
phuong phap cap private key va public key;
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STT

Yéu cau dam bao ATTT cho ciac API

- BO sung céac xac thyc khac nhu xac thuc app truy cap dé kiém soat
request truy cap,

- Server kiém tra tinh hop 18 ciia token trudc khi cung cap tai nguyén
cho client;

- Token c6 thoi gian song/ton tai ngin (t01 da 1 ngay tuy tung giao
dich), khong dé thoi gian song/ton tai vinh vién;

- Mat khau nguoi dung yéu cau bit budc dat phirc tap (g0m chit, s6 va
ky tu dic bi¢t) va phai c6 co ché ma hoa tdt;

- Thong tin luu trong JWT céan ti thiéu va phai kiém tra thong tin d6
phia server trude khi truy xuat tai nguyén;

- - Céc API phai st dung TLS — Transport Layer Security (https thay
vi http).

Authorization - Cac API phdi dwoc kiém tra quyén truy cip

a. Muc dich: ngan chin truy cap tmg dung trai phép, giam thiéu rui ro
bi tin céng dang IDOR (Insecure Direct Object Reference) — Tham
chiéu cac ddi tugng khong bao mat.

b. Cdc yéu cau va khuyén nghi:

- Kiém tra quyén truy cap ciia API trudc khi thuc thi va tra vé dit lidu:
yéu cau xem xét quyén truy cip theo chuc ning va dit liéu duoc truy
cap;

- Phan tach cac API cho cac muyc dich khac nhau nhu APT quan tri, API
ndi by, API public (d6i v&i cac API public, thong tin cung cap chi bao
gbém cac thong tin co ban, han ché téi thiéu vé cac thong tin dinh danh
ca nhan, API ndi bd cho cac chitc ning ddi véi CBCNV sir dung cing
hé thong)

- Déi voi viée truy xuat tai nguyén thong qua cac khoa chinh khuyén
c40 khoa chinh phai dé dang tu sinh ngiu nhién, khong sir dung phuong
phap tu ting tuan tu.

Excessive Data Exposure

a. Muc dich: kiém soat dit lidu server tra vé cho client trong mdi giao
dich

b. Cdc yéu cau va khuyén nghi:

- Cac API khong dugc quyén tra vé dit liéu qué du thira so v6i yéu cau
cua client (thuong phuc vu cho viée filter dir li¢u tai client);

- Xac dinh rd thong tin can tra vé tlr server tranh tra vé cc thong tin
nhay cam, khong can thiét.

Mass Assignment - Kiém tra cdc dir ligu cdp nhit

a. Muc dich: kiém soét cac truong thong tin cap nhat va hé thong

b. Cdc yéu cau va khuyén nghi:

- Viéc cap nhat dit liéu: chi hién thi va c@p nhat cac truong dir lidu;

- Tao cdc module trung gian va kiém tra dit li€u trudc khi gén vao
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STT

Yéu cau dam bao ATTT cho ciac API

object trong hé thong.

Security Misconfiguration - Cdc lwu ¥ vé ciu hinh API

a. Muc dich: kiém soat cAu hinh cac hé théng developer, test va product
b. Cdc yéu cau va khuyén nghi:

- T4t ché d6 debug;

- Khong str dung céc thong tin mac dinh;

- B6 sung CORS (Cross — Origin — Resource — Sharing) policy;

- Kiém soat cac ham khong can thiét khi tao CRUD API;

- Kiém soat cac thong bao API trd ra dac bict khi co 16i.

Injection

a. Muc dich: kiém soét cac ngoai 1é xay ra trong hé thong

b. Cdc yéu cau va khuyén nghi:

- Kiém tra, kiém soat cac 1i injection (SQL, noSQL, OS Command...);
- Kiém soat dir liéu dau vao, cac truong gia tri (field value) phai dugc

validate, ngay ca dit liéu output ciling phai dugc kiém tra dé han ché toi
da viéc 10 thong tin nhay cam.

Improper Assets Management - Kiém sodt tai nguyén

a. Muc dich: kiém soat cac tai nguyén cung cip cua hé thong, loai bo
hodc han ché cac API du thira, khong sur dung

b. Cdc yéu cau va khuyén nghi:

- Han ché truy cép vao nhimg API chua dugc cong khai (cac API dung
dé kiém tra, ho trg, chua dugc st dung...), ddng thoi bd sung cac quyén
dic biét néu can truy cap;

- Trong moi truong thir nghiém, fix, bug can han ché truy cap vao dir
liéu trén hé thong thuc te (product). Thuc hién dong bo gitra moi trudng
thtr nghiém va phat trién, nham kiém soat chét ché cac API chua dugc
fix 16i c6 thé truy cap vao dir licu thuc té;

- Trién khai st dung firewall hodc mot sd bién phap kiém soat bén
ngoai truy cap cac API.

- Luu trir va Up — To — Date céc tai li¢u lién quan, cac mo ta APIL.

Insufficient Logging & Monitoring - Ghi log va giam sat

a. Muc dich: theo ddi kiém tra hoat dong ciia ing dung thong cac log
b. Cdc yéu cau va khuyén nghi:

- Ghi lai chi tiét tit ca nhimg failure trong hé thong, dac biét 1a cac
failure vé AuthN va AuthZ, cac Security check nhu CORS policy, field
value validation;

- Log dugc cung cap theo diing dinh dang ma cac tool giam sat c6 thé
xtr 1y tu dong duoc. Pung dinh dang nhung phai ding va day du dit liéu
dé co bat cr issue nao phat sinh, cling c6 thé nhanh chong tim dugc
nguyén nhan;
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STT Yéu cau dam bao ATTT cho ciac API

khong lién quan c6 thé khai thac log hé thong;
- Khoéng dugc luu trit thong tin nhay cam trong log.

- Phai bao v¢ log vi day la cac thong tin quan trong, tranh cac dbi tuong

d) Ddnh gid diém yéu va kiém thir xam nhdp irng dung Web

- Dua trén cac cac mo ta 16 hong trong danh sach OWASP Top 10 ndm 2021

do to chirc OWASP dua ra:

STT Mbo ta
1 A01:2021 - Broken Access Control
2 A02:2021 - Cryptographic Failures
3 A03:2021 - Injection
4 A04:2021 - Insecure Design
5 A05:2021 - Security Misconfguration
6 A06:2021 - Vulnerable and Outdated Components
7 A07:2021 - Identification and Authentication Failures
8 A08:2021 - Software and Data Integrity Failures
9 A09:2021 - Security Logging and Monitoring Failures
10 | A10:2021 - Server-Side Request Forgery (SSRF)

- Dua trén Quyét dinh s6 742/QD-BTTTT ngay 22/04/2022 quy dinh Yéu

cau an toan co ban doi vdi Phan mém noi bd cap do 2:

TT

Cap dd ciia hé
Yéu ciu k§y thuat M5 ta yéu cau thong thong tin
2

Xac thue

1.1

a) Co giao dién quan 1y tai
/4 7 ~ /4 X
Co6 chuc nang xac thuc khoan ngudi sir dung.

nguoi su dung khi truy

Ao .z 1b) Yéu ciu xac thuc ngudi st
cap, quan tri, chu hlnhb) éu cau xac thuc nguoi st

Phin mam. dung khi truy cap quan tri, cau X

hinh Phan mém.
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TT

Yéu cau ky thuit

M0 ta yéu cau

Cap d6 ciia hé

thong thong tin

2

¢) Yéu cau xac thyc nguoi sir
dung khi truy truy cap str dung

Phan mém.

1.2

Co6 chuc nang cho phép
luu trir c6 ma hoa thong

tin xac thuc hé théng.

Thong tin xac thuc dugc luu
trit c6 ma hoa trén Phan mém
st dung thuat toan hash tir
SHA-256, SHA-512, SHA-3

va cac thuat todn tuong duong

1.3

Co6 chuc nang cho phép
thiét lap chinh sach mat

khau nguoi sir dung.

a) C6 chirc ning yéu cau
nguoi dung dat mat khau méi
khi ddng nhap lan dau sir dung

mat khau mic dinh.

b) C6 chuc nang cho phép
thiét 1ap quy tac dat mat khau
vé s6 ky tu, loai ky tu.

c) C6 chiac nang cho phép
thiét 1ap thoi gian yéu cau thay

d6i mat khau.

d) C6 chuc nang cho phép
thiét 1ap thoi gian mat khau
hop 16.

@) Khoa tai khoan va yéu cau
nhap mat khiu mdi khi mat
khau cua tai khoan dé hét han

thot gian hop 1€.

¢) M& khoa tai khoan khi thay
d6i mat khau thanh cong dbi

v6i truong hop mat khau hét

han thoi gian hop 1¢€.
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Cap d6 ciia hé

TT Yéu cau ky thuit M0 ta yéu cau thong thong tin
2
a) C6 giao dién cho phép thiét
1ap chinh sach vé gidi han sb
lin dang nhap sai trong *
C6 chlrc nang cho phéplkhoang thoi gian nhat dinh.
han ché so lan dang nhip L ] .
1.4 |sai trong khoang thoi b) CO_ chite nang ca.nh 'bao ol
. P .. ..Inguoil st dung khi vi pham X
glan nha‘f d.mh vol tai chinh shch,
khoan nhat dinh.
c) C6 chure nang ty dong ngan
can viéc dang nhap tu dong X
khi vi pham chinh séach trén.
2 |Kiém soat truy cap
a) C6 chuc nang cho phép
thiét 1ap gidi han thoi gian cho
(timeout) dé déng phién két X
C6 chirc ning cho phépnéi khi Phan mém khong nhan
2.1 |thiét 1ap gi6i han thoiduoc yéu cau tir nguoi dung.
gian cho (timeout). b) Hién thi thong bao, dong
phién két nbi da hét han thoi
gian timeout va yéu ciu ding :
nhap lai.
a) Co giao dién cho phép quan
tri vién quan 1y chinh sach vé
2161 han dia chi mang quan tri X
Co6 chtc nidng cho phép duoc phép truy cip, quan tri
gidi han dia chi mang Phin mém tir xa.
2.2 |quan tri dugc phép truy
cap, quan tri Phin mémb) Co Chlfl’C‘ nang thuc thi
—— chinh sach vé gio1 han dia chi
mang quan tri dugc phép truy X

cap, quan tri Phan mém tur xa

O trén.
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Cap d6 ciia hé
TT Yéu cau ky thuit M0 ta yéu cau thong thong tin
2
3 [Nhat ky hé théng
Co6 churc nang cho phép N . P )
T . [a) Phan mém cung cap chirc
3.1 |ghi nhat ky h¢ thong gom| " o X
N oo nang ghi nhat ky hé thong.
nhirng thong tin.
4 An toan ung dung va
mi ngudn
C6 chtc nang cho phép/Cod chiic ndng thyc thi viéc
A kiém tra tinh hop 1é cualkiém tra tinh hop 1¢ cua thong
. ) ) X
thong tin, dit li¢u dau vaotin, dir liéu dau vao trudc khi
trudc khi xu 1y. XU 1y
C6 chtc nang cho phépla) Thong tin xac thuc, bi mat
bao dam khong luu tritkhong duoc dua truc tiép vao
4.4 |thong tin x4c thyc, thongima ngudn ing dung ma phai X
tin bi mat trén ma ngudn|duogc thiét 1ap thong qua giao
(g dung. dién cau hinh hé théng.

e) Danh gid diém yéu va kiém thiv xam nhdp ha ting CNTT

- St dung thong tin thu thap dugc dé kiém thir xdm nhap vao may chu,
CSDL, container trong cum Kubernetes theo khéi luong du kién tai tiéu muc 2.2
muc 2 Chuong V E-HSMT.

- Tim kiém, phan tich cac 16 hong hé diéu hanh may chi, CSDL, image
trong container, dich vu container runtime va cac dich vu/tmg dung khac (néu co).

- Thyec hién tin cong thir nghiém xam nhap (pentest).

) Tong hop va lip bdo cdo dinh giGd ANM&ATTT

Téng hop va lap bao cao danh gia ANM&ATTT, bao gom nhung khong gidi
han céc ndi dung sau:

- Tong hop cac 16 hong phat hién duge. Céac 16 hong bao mat phat hién duoc
s& duoc phan loai theo murc d6 rui ro: Nghiém trong, Cao, Trung Binh va Thap.

- Liét ké ndi1 dung cong vi¢c, qua trinh danh gia. Cac budc tién hanh thuc
hién, cach thuc thuc hién, phuong phép va cong cu st dung... déu duge miéu ta
chi tiét trong phan nay cua bao cdo.

- MB0 ta chi tiét cac 15 hé)ng bdo mat phat hi¢n duogc trén hé¢ théng. Kém theo
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d6 1a hinh 4nh minh hoa cach thiic khai thac, két qua qué trinh danh gia.

- Dé xuit cac phuong an, giai phap dé EVNICT khic phuc cac 16 hong bao
mat dugc phat hién trén cac hé thong

3.2.4. Tai danh gia ANM&ATTT va bao cao tdai danh gia két quda khdc
phuc 16 hong

Béo céo két qua tai danh gia (kém theo d6 14 hinh anh minh hoa) va dua ra
khuyén nghi gidi phép tiép tuc khac phuc, xur 1y doi véi cac 16 hong con ton
tai/chua x1r Iy thanh cong (néu co).

3.3. Tién do thuc hién

Nha thau phai c6 bang tién do trién khai hop 1y, kha thi, phu hop véi giai
phap k¥ thuét, bién phép to chtrc cung cap dich vu va dap ung tién do thuc hién

sau:

- Thoi gian nha thau khao sat, xay dung ké hoach kiém tra danh gia
ANM&ATTT hé thong thong tin va hoan thanh Phuong an trién khai kiém tra,
danh gia ANM&ATTT: trong vong 7 ngay ké tir ngdy Bén A c6 vin ban thong
bao thuc hién hop dong.

- Thoi gian nha thau danh gia ANM&ATTT hé thong: 43 ngay ké tir ngay
Bén A thong qua phuong an trién khai hop dong

- Thoi gian cha dau tu khac phuc 16 hong (néu c¢6): 30 ngay ké tir khi Bao
cdo danh gia ANM&ATTT va khuyén nghi khac phuc cac 16 hong bao mat duoc
Bén A thong qua.

- Thoi gian nha thau tai danh gia ANM&ATTT: 10 ngay ké tir khi Bén A
thong bao Bén B vao tai danh gia.

3.4. Tinh hop 1€ ciia dich vu cung cap

Nha thau c6 gidy phép kinh doanh san pham, dich vu an toan thong tin mang
do co quan nha nudc c6 thdm quyén cip, trong d6 cd cap phép cho dich vu: dich
vu kiém tra, ddnh gi4 an toan thong tin mang hoic C6 gidy ching nhan dang ky
hoat dong hodc c6 chirc nang nhi€ém vy do co quan quan ly nha nudc co tham
quyén cip/giao trong linh vuc cung cap dich vy an toan thong tin mang. Céc gidy
phép con hiéu lyc trong thoi gian cung cap dich vu.

3.5. Yéu ciu vé ning lwc va kinh nghiém ciia nhan sy chii chét

- Yéu cau chung: Hop dong lao dong v6i nhan su cua nha thau, hodc cam
két ctia nhan su thyc hién, hodc tai liéu khac twong duong trong truong hop sir
dung mét s6 nhan su chu chdt khong thude quan 1y cia nha thau.

- Yéu cau chi tiét:
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STT

Vi tri cong
viéc

S6
lwgng

Kinh nghiém
trong cic cong
vi€c twong tw

Tai liéu chirng minh

Ky su bac
1

03

- C6 t0i thieu 01
nam kinh nghiém
trong cong viéc
kiém thir xdm nhép
(pentest).

- Bang cip chuyén nganh theo
yéu cdu Bang s6 02 muc 2
Chuong III va d3 s& hiru bang
nay t6i thiéu 01 niam tinh dén
thoi diém ndp ho so.

- Ly lich cta chuyén gia ké
khai trén hé thong theo mau sd
06B va 06C Chuong 1V, trong
d6é mo ta rd qua trinh cong tac
theo trinh ty thoi gian lién tuc,
néu cu thé linh vuc chuyén mon
chinh, vai tro k¥ thuat thuc té,
pham vi cong viéc kiém thir xAm
nhap (pentest) da tham gia.

- Qua trinh cong viéc dugc xac
nhan béi chii dau tu, hogc don vi
co hé théng duogc danh gia, hoac
thi truong don vi ddi voi cac
don vi ¢6 chirc nang nhiém vu
do co quan quan 1y nha nudc co
thAm quyén cap/giao trong linh
vuc cung cip dich vu an toan
thong tin mang.

- Hoac da tham
gia it nhat 01 du
an/hop dong dich
vu kiém thir xam
nhap (pentest).

- Bang cip chuyén nganh theo
yéu cau Bang s6 02 muc 2
Chuong III va d3 so hitu bang
nay t6i thiéu 01 nim tinh dén
thoi diém ndp hod so.

- Ly lich cia chuyén gia ké
khai trén hé thong theo mau sd
06B va 06C Chuong IV.

- Hop dong/dy 4an/QDP giao
nhi¢m vu hodc céc tai li¢u tuong
tu khac ¢6 xac nhan cta chu dau
tu ching minh nhan sy da tham
gia cung cap dich vu kiém tra,
danh gi4 an toan thong tin mang
theo hinh thirc pentest, trong do
cac hop dong/dy 4n twong tu
phai cé tinh chat cong viéc va
gia tri tuong dwong véi goi thau
dang xét.

- Tai li¢u chiing minh sy hoan
thanh hop déng/du 4n (Bién ban
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STT

Vi tri cong
viéc

S6
lwgng

Kinh nghiém
trong cic cong
vi€c twong tw

Tai liéu chirng minh

nghiém thu/Bién ban thanh ly
hodc tai li¢u khac tuong duong).

Ky su bac
2

04

- Co toi thieu 02
nam kinh nghiém
trong cong viéc
kiém thtr xAm nhép
(pentest).

- Bang cip chuyén nganh theo
yéu cdu Bang s6 02 muc 2
Chuong III va d3 sé hiru bang
nay t6i thiéu 03 nim tinh dén
thoi diém ndp hod so.

- Ly lich cia chuyén gia ké
khai trén hé thong theo mau sd
06B va 06C Chuong 1V, trong
d6é mo ta rd qua trinh cong tac
theo trinh ty thoi gian lién tuc,
néu cu thé linh vuc chuyén mon
chinh, vai tro ky thuat thuc té,
pham vi cong viéc kiém thir xam
nhép (pentest) da tham gia.

- Qua trinh cong viéc dugc xac
nhan béi chii dau tu, hogc don vi
¢6 hé thong dugc danh gia, hoic
thi truong don vi ddi voi cac
don vi ¢6 chirc nang nhiém vu
do co quan quan 1y nha nudc co
thAm quyén cap/giao trong linh
vuc cung cip dich vu an toan
thong tin mang.
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STT

Vi tri cong
viéc

S6
lwgng

Kinh nghiém
trong cic cong
vi€c twong tw

Tai liéu chirng minh

- Hodac da tham gia
it nhat 02 du an/hop
ddng dich vu kiém
tht  xdm  nhap
(pentest).

- Bang cip chuyén nganh theo
yéu cdu Bang s6 02 muc 2
Chuong III va d3 s& hiru bang
nay t6i thiéu 03 nim tinh dén
thoi diém ndp ho so.

- Ly lich cua chuyén gia ké
khai trén hé thong theo mau sd
06B va 06C Chuong IV.

- Hop dong/duy 4an/QP giao
nhiém vu hodc céc tai liéu tuong
tu khac ¢6 xac nhan ctua chu dau
tu ching minh nhan sy da tham
gia cung cip dich vu kiém tra,
danh gid an toan thong tin mang
theo hinh thirc pentest, trong do
cac hop dong/dy 4n twong tu
phai c6 tinh chat cong viéc va
gia trj tuong dwong véi goi thau
dang xét.

- Tai liéu ching minh sy hoan
thanh hop déng/du 4n (Bién ban
nghiém thu/Bién ban thanh ly
hoac tai liéu khac tuong duong).

Ky su bac
4

02

- Co toi thiéu 05
nam kinh nghi¢m
trong coOng vigc
kiém thr xAm nhép
(pentest).

- Bang cip chuyén nganh theo
yéu cau Bang s6 02 muc 2
Chuong III va d3 so hitu biang
nay t6i thiéu 10 nim tinh dén
thoi diém ndp hd so.

- Ly lich cua chuyén gia ké
khai trén hé thong theo mau sd
06B va 06C Chuong 1V, trong
dé mo ta rd qua trinh cOng tac
theo trinh ty thoi gian lién tuc,
néu cu thé linh vuc chuyén mon
chinh, vai tro ky thuat thuc té,
pham vi cong viéc kiém thir xam
nhép (pentest) da tham gia.

- Qua trinh cong viéc dugc xac
nhan béi chu dau tu, hodc don vi
c6 hé théng duge danh gia, hodc
thi truong don vi ddi voi cac
don vi ¢6 chirc nang nhiém vu
do co quan quan ly nha nu6e co
thAm quyén cap/giao trong linh
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Kinh nghiém
trong cac cong Tai liéu chirng minh
vi€c twong tw

Vi tri cong S6

STT | .
viec lwgng

vuc cung cép dich vu an toan
thong tin mang.

- Bang cap chuyén nganh theo
yéu cdu Bang s6 02 muc 2
Chuong III va da sé hitu bang
nay toi thiéu 10 nam tinh dén
thoi diém ndp ho so.

- Ly lich cua chuyén gia ké
khai trén hé thong theo mau sd
06B va 06C Chuong I'V.

- Hop dong/dy 4an/QP giao
- Hodc da tham gia | nhiém vu hodc céc tai liéu tuong
it nhat 03 du 4n/hop | tuw khac cé xac nhan cua chii dau
ddng dich vu kiém | tu chimg minh nhan sy di tham
tht xam  nhap | gia cung cép dich vu kiém tra,
(pentest). danh gid an toan thong tin mang
theo hinh thirc pentest, trong do
cac hop dong/dy 4n twong tur
phai c6 tinh chat cong viéc va
gia tri tuong dwong véi goi thau
dang xét.

- Tai liéu chung minh sy hoan
thanh hop déng/du 4n (Bién ban
nghiém thu/Bién ban thanh ly
hodc tai liéu khéac tuong duong).

3.6. Cac yéu cau chi tiét d6i voi bao linh thue hién hop dong

- Béo dam thyc hién hop dong phai duoc ndp 1én Bén A trong vong 05 ngay
lam viéc ké tir khi Bén B nhan dugc Thu chép thuan E-HSDT va trao Hop dong.

- Hinh thirc bao dam thuc hién hop déng: nha thau cung cép mot bao dam
thue hién hop dong theo hinh thtc thu bao ldnh do Ngin hang hodc to chuc tin
dung hoat dong hop phap tai Viét Nam phat hanh va phai la bdo ddm khong huy
ngang, khong co diéu kién (tra tién khi c6 yéu ciu, theo Mau s6 15 Chuong VIII).

- Gi4 tri bao dam thuc hién hop ddng: Trong qua trinh thuc hién hop dong
Bén B phai ddm bdo gia tri bdo dam thyc hién hop déng la 5% gia tri ctia hop
dong ddi véi moi trudong hop.

- Hiéu luc cia bao dam thuc hién hop déng: Bao dam thuc hién hop déng co
hiéu luc ké tir ngay phat hanh bao ldnh hodc ngay hop dong c6 hiéu luc (tuy diéu
kién nao dén sau) cho dén hét ngay thir 28 sau khi Bén B hoan thanh tit ca cong
viéc cia Hop ddng. Truong hop bao dam thuc hién hop dong hét hiéu luc trude
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ngay quy dinh néu trén nhung Bén B van chua hoan thanh nghia vu hop dong,
Bén B s€ chiu trach nhiém gia han hi¢u lyc Bdo dam thuc hi¢n hop déng va thanh
toan chi phi cho vi¢c gia han nay.

Truong hop Bén B 14 nha thau lién danh thi timg thanh vién phai ndp bao
dam thuc hién hop dong cho Bén A, mirc bao dam tuong g véi phan gia tri hop
d6ng ma mdi thanh vién thyc hién. Néu Lién danh c6 thoa thuin nha thau ding
dau lién danh ndp bao dam thyc hién hop dong thi nha thau dimg dau lién danh
ndp bao dam thyc hién hop dong véi gid tri 1a 2% gid tri cua hop dong cho Bén A
va timg thanh vién lién danh phai ndp bao dam thuc hién hop dong cho nha thau
dung dau lién danh tuong tng véi gia tri hop ddng do minh thuc hién.

- Tich thu bao dam thyc hién hop dong: Bén A c6 quyén tich thu Bao lanh
thue hién hop dong trong céac trudng hop sau:

+ Bén B tir chéi thuc hién hop dong khi hop dong di c6 hiéu luc;

+ Bén B vi pham thoa thuan trong hop dong;

+ Bén B thuc hién hop déng cham tién d6 do 13i ctia minh nhung tu chdi gia
han hiéu luc ctia bao dam thuc hién hop déng;

+ Bén B khong gia han bao lanh dung han theo quy dinh ciia Hop dong.

- Néu Bén B chua hoan thanh nghia vu hop dong tai thoi diém 28 ngay trudc
ngay Bao dam thuc hién hop dong hét hiéu luc thi Bén B phai gia han hiéu lyuc
Bio dam thyc hién hop dong véi gia tri, hidu lyc phi hop véi quy dinh nhu trén
va ndp cho Bén A trudce thot diém hét hiéu luc ciia Bao dam thuc hién hop déng
tbi thiéu 21 ngay.

Muc 4. Gidi phap va phwong phap luan:

Nha thau chuan bj dé xuét giai phap, phuong phap luan téng quat thuc hién
dich vu theo cac ndi dung quy dinh tai Chuong nay, gom cac phan nhu sau:

1. Giai phap va phuong phap luin dép Gmg yéu cau tai muc 3 Chuong V cua
E-HSMT.

2. K& hoach cong tac phu hop giai phap va phuong phap luan nha thau dé
xuat va dap tmg yéu cau tién do tai tiu muc 3.3 myc 3 Chuong V ctia E-HSMT.

Muc 5. Quy dinh vé Kiém tra, nghiém thu sin pham:

BénB lgét dau thuc hién hop dong ké tir ngay Bén A c6 vian ban théng bao
hé thong da san sang phuc vu danh gia ANM&ATTT.

Trong vong 7 ngay ké tir ngay Bén A thong bao hé thong san sang cho danh
gia ANM&ATTT, Bén B thuc hi¢n khao sat thu thap thong tin, xay dung ké hoach
kiém tra danh gid va hoan thién Phuwong 4n trién khai kiém tra, danh gia
ANM&ATTT theo yéu cau cta hop ddng ndp cho ddu mbi phu trach ki thuat cua
Bén A kiém tra, ra soat trinh Lanh dao Bén A phé duyét/théng qua 1am cin ctr thuc
hién.
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Trong vong 43 ngay ké tir ngay ké hoach kiém tra danh gia da duoc Lanh
dao Bén A thong qua, Bén B hoan thanh danh gia ANM&ATTT cho hé thong
Nghién ctru phu tai; 14p bao cdo dénh gia ANM&ATTT két qua cac 16 hong ton tai
va khuyén nghi khic phuc céc 16 hong ndp cho dau mdi phu trach k¥ thuat cua Bén
A kiém tra, ra soat trinh Lanh dao Bén A phé duyét/thong qua. Dau méi phu trach
ky thuat hai bén ky Bién ban ban giao va nghiém thu bao cao danh gia
ANM&ATTT sau khi dugc Lanh dao hai bén phé duyét.

Bén A t6 chuc khic phuc cac 16 hong trong vong 30 ngay tir khi nhan dugc
khuyén nghi khic phuc cac 16 hong ciia Bén B d3 dugc Lanh dao hai bén thong
qua.

Trong vong 10 ngay sau khi nhan duoc yéu cau tai danh gia ciia Bén A, Bén
B t6 chirc tai danh gid va hoan thién bao cdo tai danh gia ANM&ATTT két qua
khic phuc 16 hong, ndp cho ddu mdi phy trach ki thuat ciia Bén A kiém tra, ra soét
trinh Lanh dao Bén A phé duyét/thong qua. Pau méi phu trach ki thuat hai bén ky
Bién ban ban giao va nghi¢m thu bdo cao tai danh gid sau khi dugc Lanh dao hai
bén phé duy¢t.

Trong vong 10 ngay ké tir khi Bén B hoan thanh toan bd cong viéc ctia hop
dong, Pai dién Lanh dao hai bén ky Bién ban nghiém thu khdi lugng cong viéc va
Bién ban nghiém thu hop dong.



